a2 United States Patent

US009166947B1

(10) Patent No.: US 9,166,947 B1

Tian et al. 45) Date of Patent: Oct. 20, 2015
(54) MAINTAINING PRIVATE CONNECTIONS USPC ..o 709/220, 221, 222, 223, 224
DURING NETWORK INTERFACE See application file for complete search history.
RECONFIGURATION
(56) References Cited
(71) Applicant: éjnsla)lzon Technologies, Inc., Reno, NV U.S. PATENT DOCUMENTS
7,210,147 B1* 4/2007 Hippetal. .....coceee. 719/312
(72) Inventors: Hong Tian, Seattle, WA (US); 2009/0288084 Al* 11/2009 Asteteetal. .........co......... 718/1
Chengliang Zhang, Sammamish, WA 2011/0246669 Al* 10/2011 Kanadaetal. .. ... 709/238
(US); Padmini Chandrasekhar Iyer, 2012/0257628 Al: 10/2012 Bu et_ al_. .......... ... 370/392
Redmond, WA (US); Ajith Jayamohan, 2014/0195666 Al* 7/2014 Dumitriuetal. .............. 709/223
Redmond, WA (US); Eric Wayne * cited by examiner
Schultze, Bellevue, WA (US)
Primary Examiner — Liangche A Wang
(73) Assignee: Amazon Technologies, Inc., Seattle, WA Assistant Examiner — Cheikh Ndiaye
(as) (74) Attorney, Agent, or Firm — Baker & Hostetler LLP
(*) Notice: Subject to any disclaimer, the term of this 57 ABSTRACT
patent is extended or adjusted under 35 A request is received to change an association of a network
U.S.C. 154(b) by 359 days. interface record from a first resource instance to a second
resource instance. The network interface record may include
(21)  Appl. No.: 13/683,970 an IP address associated with the first resource instance. In
. response to the request, the first resource instance is prevented
(22) Filed: Nov. 21, 2012 from receiving data packets addressed to the IP address of the
network interface record through a first network interface
(31) Int.ClL object attached to the first resource instance. The network
GOGF 15/177 (2006.01) interface record is associated with the second resource
HO4L 29/12 (2006.01) instance so that the second resource instance is enabled to
(52) US.CL receive data packets addressed to the IP address of the net-
CPC i, HO04L 61/255 (2013.01) work interface record through a second network interface
(58) Field of Classification Search object attached to the second resource instance.

CPC ... HO4AL 63/20; HO4L 61/304; HO4L 61/2007;
HO4L 61/6068; HO4L 47/70; HO4L 41/00

18 Claims, 6 Drawing Sheets

«
o
1Y
-
=

A4

A

502 translate addresses

'

504 maintain resources

!

506 receive association request

510
create record

508
existing record?

YES

512 detach association

!

514 create new association




US 9,166,947 B1

Sheet 1 of 6

Oct. 20, 2015

U.S. Patent

T°9Hd

-

05T 124 —
di ueIsu| oct
J1BALld | 224N0SaY OIN
<
A -
O e} _
0at DET e
di chmuw:_" ot |
I1eAld | 924N0Say OIN |
!

| I—

0d1
BIIAIS UORRZI[ENLIA
97BJIBIUS FIOMIBN

A 4

A

Y

06T
Aemalen

544
SSAUpPY
di21qnd

oot

OLT HOMIBN




US 9,166,947 B1

Sheet 2 of 6

Oct. 20, 2015

U.S. Patent

N -w—u— €47 sisanbay

B1003Y adelialu} HIOMIaN

§gz Aolisoday

32IAJDS UOIRZIENLIA
2OBIDIU] NIOMIBN

aoce
3JUPISU| 324N0S8Y

o aotz OIN

J0T¢ OIN

\ J05¢

LWJ0J38]d 231A45

-

.

J0¢¢

2IULISU} 33IN0S3Y

~

/

\

.

[0 44

JdULIsU} 3INOosay

/

J

905¢
wii0§18|d S0INISS

ﬁmm/l
)

G077 pi0d2Y 99eLIa1u] _

|
_ Y077 p4029Y 9084421U| _

)

S

QURISU| 924N0sSaYy

V{44

VOTZ QIN

\ v0st

wiofield 01N

!
!
!
!
!
!
|
!
!
J
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
/



U.S. Patent

Oct. 20, 2015 Sheet 3 of 6

Interface ID 301

Description 302

Logical Partition 303

Zone ID 304

Private IP Address{es) 305

US 9,166,947 B1

Network
Interface Record
270

/

Public {P Address(es) 315

Subnet [D 335

DNS info 337

Security Properties 340

Security Group(s) 345

Attacher List 347

IP Address Setter List 349

Owner/Modifier List 353

DeleteOn Terminate 351

Source/Daestination Check 365

Billing information 367

Interface Status 368

Attachment Status 369

Attachment ID 371

Attached-to Instance 373

Attachment Owner 375

MAC Address(es) 377

Monitoring Information 379

<

FIG. 3



U.S. Patent

Oct. 20, 2015 Sheet 4 of 6
\ 4
Reassign Request new
a.b.c.d association
430 400
A4
Assign a.b.c.d a.b.c.d
to new host [«——No assigned?
435 405
Yes
Y v
Commit Disassociate
440 a.b.c.d
410
A
Add record
?
445 €N O has record?

Yes

v

Diassociate
record
420

Y

Change
association
425

FIG. 4

US 9,166,947 B1



U.S. Patent

Oct. 20, 2015 Sheet 5 of 6 US 9,166,947 B1
200
start
. 502 translate addresses -

210
create record

—NO

Y

504 maintain resources

Y

506 receive association request

208
existing record?

YES

Y

512 detach association

!

514 create new association

FIG. 5



US 9,166,947 B1

Sheet 6 of 6

Oct. 20, 2015

U.S. Patent

9 'S5

N
Jadeuen \_
q0z9
WA WA <
/(Qmﬁw
FEVVETS
A4
r as19 JoInoy le—p Aemaien
A
rinm r(ovm
Jo8eueN
(mow.m
WA NA h
FEYNEN \ eg19
- e9T19
T09 J33ud) eleq )

0€9 JJOMIBN SUOREDIUNURLOD




US 9,166,947 B1

1
MAINTAINING PRIVATE CONNECTIONS
DURING NETWORK INTERFACE
RECONFIGURATION

BACKGROUND

A data center is a facility that houses computer systems and
various networking, storage, and other related components.
Data centers may, for example, provide computing services to
businesses and individuals as a remote computing service or
to provide “software as a service” (e.g., cloud computing). To
facilitate utilization of data center resources, virtualization
technologies may allow a single physical computing machine
to host one or more instances of virtual machines that appear
and operate as independent computer machines to a con-
nected computer user. With virtualization, the single physical
computing device can create, maintain, or delete virtual
machines in a dynamic manner.

Some virtualization technologies are capable of providing
virtual resources that span two or more physical resources,
such as a single virtual machine with multiple virtual proces-
sors that spans multiple distinct physical computing systems.
As another example, virtualization technologies may allow
data storage hardware to be shared among multiple users by
providing each user with a virtualized data store that may be
distributed across multiple data storage devices, with each
such virtualized data store acting as a distinct logical data
store that provides users with the illusion that they are the sole
operators and administrators of the data storage resource.

Operators of data centers that provide different types of
virtualized computing, storage, and/or other services typi-
cally use standard networking protocols to receive customer
requests and transmit responses to such requests using com-
modity network hardware such as network interface cards
(NICs). Despite recent advances in virtualization technology,
many networking-related properties of virtual servers are
typically managed at the level of individual physical network
interface cards.

BRIEF DESCRIPTION OF THE DRAWINGS

Throughout the drawings, reference numbers may be
reused to indicate correspondence between referenced ele-
ments. The drawings are provided to illustrate example
embodiments described herein and are not intended to limit
the scope of the disclosure.

FIG. 1 is a diagram illustrating a mechanism for reassign-
ing computing resources in accordance with the present dis-
closure;

FIG. 2 is a diagram illustrating a mechanism for reassign-
ing computing resources in accordance with the present dis-
closure;

FIG. 3 is a diagram illustrating an interface record in accor-
dance with the present disclosure;

FIG. 4 is a flowchart depicting an example procedure for
providing reconfigurable access to computing resources in
accordance with the present disclosure;

FIG. 5 is a flowchart depicting an example procedure for
providing reconfigurable access to computing resources in
accordance with the present disclosure; and

FIG. 6 is a diagram illustrating an example computer sys-
tem that may be used in some embodiments.

DETAILED DESCRIPTION

Embodiments of systems and methods are described for
reassigning private network addresses from a first computing

40

45

55

60

65

2

resource to a second computing resource with minimal or no
service interruption. In a virtual private network environment,
virtual network objects can have multiple private addresses
(for example, private IP addresses) that are only known to the
computers in the virtual private network. In order to commu-
nicate with computers outside of the virtual private network,
the private addresses can be associated with public addresses
that are known to the outside world. A gateway device situ-
ated between the virtual private network and the outside pub-
lic network may perform network address translation for data
traffic between the public network and the virtual private
network.

Invarious embodiments, a private address may be assigned
to a virtual network object. The private address may subse-
quently be un-assigned or disassociated from the virtual net-
work object and reassigned to another virtual network object.
The new virtual network object may be installed on the same
computing device or another computing device. Existing con-
nections between public addresses and the private address are
maintained during the re-assignment. A user in the public
network connected to the virtual private interface need not be
aware of the re-assignment. According to an example use
case, customers may re-assign private addresses of faulty
computing resources to replacement computing resources
with minimum service interruptions.

FIG. 1 is a diagram illustrating a system 100 including a
mechanism for providing a network interface virtualization
service in accordance with the present disclosure. In FIG. 1,
system 100 for providing computing resources is described
according to an embodiment. System 100 may correspond,
for example, to a data center as described herein. System 100
may include virtual resource instances 130 and 140 that may
execute on one or more server computers. Furthermore,
resource instances 130 and 140 may have associated, for
example, virtual network objects (NIOs) 110 and 120. It will
be appreciated that some embodiments may involve addi-
tional resource instances that may be instantiated on the same
or additional server computers.

FIG. 1 also illustrates public network 170 that may include
one or more computers such as computer 160. According to
one embodiment, resource instance 130 may be configured to
provide computing services to a computer user such as com-
puter 160 of public network 170 via gateway 190. For
example, resource instance 130 may provide a set of remote
access enterprise applications to a group of users who may,
for example, be employees of an enterprise customer. Fur-
thermore, resource instance 130 may be associated with a
private IP address 150 that is associated with public IP
address 115. Incoming data addressed to public IP address
115 may be network address translated (NAT’d) by gateway
190 to private IP address 150. Within system 100, private IP
address 150 may be associated with or attached to resource
instance 130 via NIO 110. The association between NIO 110
and resource instance 130 may be tracked and managed by a
computing network interface virtualization service 180.

In some cases a customer user of resource instance 130
may wish to remap its allocated private IP address 150 from
resource instance 130 to resource instance 140. In one
embodiment, system 100 may provide the ability to change
the mapping of private IP address to different resource
instances that in turn may be mapped to one or more public IP
addresses. Such a feature may be useful, for example, to allow
auser to respond to changes in computing requirements or to
respond to resource failures. In other embodiments, an
administrator of system 100 may remap resource instances to
reallocate resources, upgrade services, upgrade hardware
and/or software, and other reasons. Thus for various reasons
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a change of the association of private IP address 150 from
resource instance 130 to resource instance 140 may be
requested. Network interface virtualization service 180 may
disassociate or detach private IP address 150 from NIO 110
and associate or attach private IP address 150 to NIO 120.
Network interface virtualization service 180 may process and
track the changes. By updating and maintaining information
regarding associations between private [P addresses and the
NIOs, network interface virtualization service 180 can effi-
ciently enable private IP addresses to be reassigned to differ-
ent resource instances with minimum service interruptions.

In one example, a user may desire to remap an existing
virtual machine instance in a virtual private network to a
virtual machine instance with increased memory capacity and
loaded with an updated set of applications. The user may
launch the virtual machine instance in the virtual private
network and remap its associated private IP address from the
previous virtual machine instance to the new virtual machine
instance. As explained previously, a device such as gateway
190 of FIG. 1 may be configured to translate the allocated
public IP address to a corresponding private IP address of a
virtual machine instance. When the user remaps the private IP
address to the new virtual machine instance, network inter-
face virtualization service 180 may update its stored informa-
tion so that data traffic addressed to the private [P address will
now be delivered to the new virtual machine instance.

Referring back to FIG. 1, one drawback of remapping of
the private IP address from resource instance 130 to resource
instance 340 is that existing user connections that are active at
the time of the remapping may be broken. For example, if a
connection to resource instance 130 is active, a remapping of
private IP address 150 of resource instance 130 to resource
instance 140 may result in a loss of mapping of data between
public IP address 115 and private IP address 150. Although
the connection can be resumed between public IP address 115
and private IP address 150, the loss and reestablishment of the
connection can be disruptive to the user and result in a poor
customer experience.

According to an embodiment, a data center customer can
request a remapping of an allocated private IP address in a
virtual private network from a first resource instance to a
second resource instance while maintaining existing connec-
tions between the private IP address and the corresponding
public IP address.

Various aspects of the disclosure are described with regard
to certain examples and embodiments, which are intended to
illustrate but not to limit the disclosure.

A data center may provide one or more services accessible
via the Internet such as various types of cloud-based comput-
ing or storage to a distributed set of clients. The data center
may host various resource pools, such as collections of physi-
cal and virtualized computer servers, storage devices, net-
working equipment and the like, needed to implement and
distribute the services offered by the data center. The data
center may also provide private and isolated sections of its
data services in which a customer may launch computing
resources in a virtual network defined by the user.

To enhance the flexibility with which different sets of
resources may be accessed without having to resort to cum-
bersome security setting modifications, reconfiguring and/or
physically moving network interface cards, in some embodi-
ments an operator of a provider network may set up a set of
virtualization services for network interfaces. Such services
may be enabled and managed by a network interface virtual-
ization service responsible for maintaining and implementing
various operations on a set of network interface records to
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4

manage networking operations required to access various
resources of the provider network.

In some embodiments, different parts of the functionality
of the network interface virtualization service may be incor-
porated within several different cooperating software compo-
nents and/or devices, such as modules of hypervisor or oper-
ating system software running on various hardware platforms
of'the provider network, router software on edge devices, and
the like.

In one embodiment, the data center may provide customers
with one or more instances of virtualized computer resources
and/or storage resources, each of which may require network
addressability to allow the customers to interact with the
resources. The network interface virtualization service in
such an implementation may allow a customer to request that
a modifiable and transferable network interface record be
created, which includes various elements of networking con-
figuration information (such as security policies, addressing
information, and routing information) that the customer
wishes to setup and then associate and disassociate as desired
with various resource instances over time. A network inter-
face record may in some embodiments include one or more
Internet Protocol (IP) addresses and a subnet identifier for a
subnet to which the IP address or addresses belong. In addi-
tion, various security-related settings may be included in the
network interface records, identifying, for example, which
entities or users are allowed to perform the “attach” and
“detach” operations described in further detail below.

The network interface virtualization service may create the
requested interface record and in one embodiment store it in
a persistent repository or database of interface records. The
customer may in some embodiments request that the network
interface virtualization service “attach” the network interface
record to a resource instance such as a virtualized computer
server or storage server, thereby enabling the resource
instance to receive incoming traffic directed at an IP address
of'the network interface record, and enabling outbound traffic
from the resource instance to indicate that it originated at that
IP address.

The network traffic may flow over one or more physical
network interface cards (NICs) that are installed at a physical
platform on which the virtualized resource instance may cur-
rently be instantiated, but the properties of the interface
record may be considered to be independent of any particular
NIC or NICs and independent of any particular resource
instance. At a given point in time, for example, an interface
record may or may not be associated with (i.e., “attached” to)
aresource instance. During a period when it is not associated
with any resource instance, the interface record may exist in
an inactive or quiescent mode within the network interface
virtualization service’s repository of interface records while
retaining its properties.

In response to a request to “detach™ an interface record
from a resource instance to which it currently is attached, the
network interface virtualization service may ensure that traf-
fic directed to the IP address or addresses of the interface
record no longer reaches the resource instance in some
embodiments. The customer may also request that the net-
work interface virtualization service now attach the interface
record to a different resource instance (such as a different
virtualized computer server) than the instance to which it was
previously attached. This new attachment operation may then
result in IP traffic targeted at the IP address(es) included
within the interface record reaching the newly attached
resource instance, using whichever set of physical NICs is
appropriate, thus allowing the customer to easily transfer
network configuration settings and associated security set-
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tings across resource instances without dealing with physical
NICs directly. Various other operations such as modifications
of IP addresses associated with a given interface record,
modifications of security settings, billing-related operations
and the like may be supported by the virtual network object
coordinator in various embodiments.

In some embodiments, a customer may define a virtual
network topology for a computing network and define param-
eters such as an IP address range, create subnets, and define
configurations of routing tables and network gateways. Thus
a user may, for example, create a publicly accessible subnet
for one or more servers that can access the Internet, and
situate backend systems such as databases or application
servers in a private-facing subnet with no Internet access. The
user may implement one or more layers of security mecha-
nisms such as security groups and network access control lists
to control access to resources in each subnet.

A user may launch virtual instances that may be assigned
aninternal and external IP address. External IP addresses may
provide connectivity to the Internet while internal IP
addresses may be used to allow instances to communicate
with one another. Virtual instances may include a virtual
network object that is assigned a private IP address on the
virtual private network. Additional virtual network objects
can be created and associated with virtual instances. A virtual
network object may, in some embodiments, correspond to a
physical NIC, a virtualized NIC, or a subset of a physical NIC
or a virtualized NIC.

Virtual network objects, for example, may comprise a pri-
mary private IP address, one or more secondary private IP
addresses, a public IP address, a MAC address, membership
in specified security groups, a description, and a source/des-
tination check flag. In some embodiments, a virtual network
object may be associated with a virtual instance and later
disassociated from the virtual instance. The virtual network
object may then be associated with another virtual instance.
In one embodiment, the virtual network object and its asso-
ciated private IP address, any secondary private IP addresses,
public IP addresses, and MAC address may be configured to
follow the virtual network object as it is attached or detached
from a virtual instance and reattached to another virtual
instance.

For example, a user may create a virtual private network
that includes virtual instances that utilize one or more virtual
network objects. The user may configure the network so that
a first virtual network object handles public-facing traffic.
The user may also configure the virtual private network to
include a second virtual network object to handle back-end
management traffic that is connected to a separate subnet in
the virtual private network with different security access con-
trols. The first virtual network object may have an associated
security group allowing access to the server from the Internet.
The second virtual network object may have an associated
security group allowing secured access only from an allowed
range of [P addresses either within the virtual private network
or from the Internet, a private subnet within the virtual private
network, or a virtual private gateway.

In some cases, a failure or other unexpected behavior in a
computing resource may necessitate a re-assignment of the
resource in order to respond to the failure. In the event of an
instance failure, a user may move the virtual network object to
another instance. In one embodiment, the virtual network
object may maintain its private IP addresses, public IP
addresses, and MAC address, and allow for data traffic to flow
to the new instance without any loss of connectivity.

FIG. 2 illustrates an example system environment for reas-
signing computing resources. A system 200 may include a
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plurality of resource instances 220, e.g., instances 220A,
220B, 220C, and 220D of a provider network configured to
provide various types of services to clients 248 such as cloud
computing services or cloud storage services. Clients 248
may in turn implement a variety of services on instances 220
such as web sites with associated back-end databases and
expose them to their own customers. Resource instance 220
may, for example, implement a virtualized service such as a
virtual computing system or a virtual storage system that is
resident on one or more physical platforms such as service
platforms 250A, 250B, and 250C of FIG. 2.

A service platform 250 for a resource instance 220 that
provides a virtual computing system may, for example,
include a hardware server with one or more CPUs as well as
associated memory, storage and networking hardware. Ser-
vice platform 250 may also include software such as a hyper-
visor and/or elements of an operating system that implements
the virtualization of the computing system. Similarly, a ser-
vice platform 250 that provides a virtual storage system may
comprise portions or all of one or more hardware storage
devices such as disk arrays or storage appliances and the
associated processing elements and software.

In some embodiments, resource instances 220 may be
transferable from one platform 250 to another. For example,
avirtual computing system may initially be brought up on one
physical server and later moved to another physical server.

Furthermore, multiple resource instances may be resident
onone service platform 250. For example, resource instances
220B and 220C are shown resident on service platform 250B.
The physical resources (e.g., CPUs and network cards) of a
service platform 250B with multiple resident resource
instances 220 may be distributed using a variety of schemes in
different embodiments. Resource instances 220 may corre-
spond to resource instances 130 and 140 in FIG. 1. In one
embodiment some of the resources may be allocated exclu-
sively to the resource instances (e.g., if the service platform
250B has four CPUs, two CPUs may be allocated to resource
instance 220B while the other two CPUs may be allocated to
resource instance 220C). In another embodiment, the physi-
cal resources may be shared using time slices. For example,
all four CPUs may be usable by either resource instance with
a scheduling mechanism set up to decide how CPU cycles
within a given time slice are to be distributed among the
instances as a function of their computing demands. In the
embodiment illustrated in FIG. 2, each service platform 250
may have one or more physical network interface objects
(NIOs)—service platform 250A has NIO 210A, service plat-
form 250B has NIO 210B, and service platform 250C has
NIOs 210C and 210D. In various embodiments, a NIO may
be a virtualized NIC or may refer to a physical NIC. A NIO
may also refer to a subset of features of a virtualized NIC or
a physical NIC. The network traffic flowing to and from a
resource instance 220 that happens to be resident on a given
service platform 250 flows through one or more of the NIOs
210 of the service platform. In some implementations a single
resource instance 220 may span multiple hardware service
platforms 250, in which case any ofthe NIOs 210 available on
any of the multiple service platforms 250 may be used. In one
embodiment, resource instance 220 may comprise a non-
virtualized server, i.e., a resource instance may be imple-
mented using a conventional operating system running on a
bare hardware service platform 250 instead of using hyper-
visor software.

System 200 may include network interface virtualization
service 280 operable to provide a set of virtualization services
for network interfaces in the illustrated embodiment. Clients
248 may submit various types of requests 253, including
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requests to create interface records 270, to attach the interface
records 270 to resource instances 220, detach the interface
records 270, modify the interface records 270, query the
interface records 270, and so on. In response to a given
request 253, network interface virtualization service 280 may
perform various operations that may affect interface records
270 and resource instances 220 on service platforms 250, as
indicated by the arrows labeled 257A, 257B, 257C, and
257D. For example, the network interface virtualization ser-
vice 280 may, in response to create requests from clients 248,
generate interface records such as 270A and 270B that may
each contain a set of networking-related properties that can be
associated and disassociated on demand with various
resource instances 220. The interface records 270 may be
generated in a set of in-memory data structures, and may be
stored in a repository 285 such as a database on persistent
storage. An interface record for a network that uses TCP/IP
protocols may include, for example, one or more IP
addresses, one or more subnet identifiers of the subnets that
contain the IP address or addresses, and a set of security
properties described in further detail below. In some imple-
mentations interface record 270 may also include one or more
other fields such as various status fields, source and destina-
tion address check settings, billing-related information, an
identification of a currently associated resource instance 220,
the Media Access Control (MAC) address of a NIO 210
currently associated with the interface record, and the like.
Interface records for networks employing network protocols
other than TCP/IP may include network address-related
information appropriate for the protocol used.

In some embodiments, network interface virtualization
service 280 may be configured to perform “attach” operations
to dynamically associate interface records 270 with resource
instances 220 and to thereby enable traffic to flow to and from
the resource instances 220 in accordance with the networking
and security properties specified in the interface records 270.
In response to an attachment request 253 received from a
client 248, for example, network interface virtualization ser-
vice 280 may perform some or all of the following operations:
(a) validate, based on the security information stored in the
specified interface record 270 and/or elsewhere, that the cli-
ent is authorized to request the attachment of the interface
record with the specified resource instance 220; (b) verify that
the networking information (IP address or addresses, subnet
identifier, etc., of the interface record is appropriate for acti-
vation of network traffic to and from the specified resource
instance 220 (e.g., the network interface virtualization service
280 may check whether an 1P address is already in use for
another instance and, therefore, is unavailable); (c) ensure
that a NIO 210 is operational and available for use by the
resource instance 220 at the service platform 250 where the
resource instance 220 is currently residing; (d) initiate or
make the necessary configuration changes, e.g., in hypervisor
or operating system software running at the service platform
250 and at the appropriate routers, gateways and other net-
work devices of the provider network to allow the specific
resource instance 220 to begin to send traffic from, and
receive traffic at, the IP address or addresses specified in the
interface record; and (e) make changes to the interface record
270 and/or repository 285 to reflect the attach operation per-
formed. As part of the configuration changes, new or modified
routing information such as routing table entries may be
propagated to a set of routers, gateways, and the like in some
implementations. In one embodiment the network interface
virtualization service 180 may ensure that each resource
instance 220 has at least one interface record 270 attached to
it whenever the resource instance is activated or brought up.
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Network interface virtualization service 280 may also be
operable to “detach” or disassociate interface record 270
from resource instance 220 to which it is currently attached.
In response to a detachment request 253 from a client 248,
network interface virtualization service 180 may prohibit
further traffic directed to or from the IP address or addresses
specified in interface record 270 from flowing to or from the
resource instance. In order to do so, network interface virtu-
alization service 280 may perform some or all of the follow-
ing operations: (a) validate, based on the security information
stored in interface record 270 and/or elsewhere, that the client
is authorized to request the detachment of the interface record
from resource instance 220; (b) initiate or make the necessary
configuration changes, e.g., within hypervisor or operating
system software running at service platform 250 and at the
appropriate routers, gateways, and other network devices, to
prevent network traffic associated with the IP address(es) of
interface records 270 from flowing to or from resource
instance 220; and (c) make changes to interface record 270
and/or repository 285 to reflect the detach operation per-
formed.

An interface record 270 that was previously attached to a
particular resource instance 220, and then detached from that
resource instance 220, may later be attached to any desired
resource instance (either a different resource instance, or the
same resource instance to which it was previously attached)
by network interface virtualization service 280 at the request
of'a client. In such embodiments the same IP address may be
used during a first “attachment period” to send and receive
traffic at one resource instance 220A through a particular N1IO
210A, and then during a subsequent “attachment period” to
send and receive traffic at a different resource instance 220B,
potentially through a different NIO 210B and/or at a different
service platform 250. In addition to allowing clients to map a
given IP address to different resource instances 220 at difter-
ent times, network interface virtualization service 280 may
also allow the client to reuse some or all of the security
settings associated with interface record 270, thus substan-
tially reducing the effort and complexity required for making
networking configuration changes. In many embodiments
multiple interface records 270 may be attached to a single
resource instance 220, thus allowing multiple IP addresses to
be used for the same resource instance. In some implemen-
tations a single interface record 270 may be attached to mul-
tiple resource instances 220 at the same time. For example,
network interface virtualization service 280 may be capable
of distributing or load-balancing traffic directed at a single IP
address specified in interface record 270 across two or more
resource instances 220. Using these capabilities of network
interface virtualization services 280, a highly flexible map-
ping of IP addresses, subnets, and network security settings to
resource instances 220 may be implemented in various
embodiments.

FIG. 3 illustrates an example of an interface record 270. A
subset of the elements or fields shown in FIG. 3 may be
implemented in some embodiments, and not all the imple-
mented fields may be populated. When an interface record
270 is created, a new interface identifier 301 may be created.
In some embodiments, a description field 302 may be pro-
vided by client 248. A provider network in which the interface
record is to be used may comprise a plurality of logical
partitions in some embodiments, and the interface record 270
may contain logical partition identifier 303 in such cases. For
example, the operator of the provider network may establish
a logical partition for a particular customer by setting aside a
set of service platforms 250, a set of network address ranges,
other equipment or resources, and network administration
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capabilities for exclusive use by that customer, effectively
providing the customer with an isolated and private data
center.

A logical partition may include resources that are geo-
graphically distributed in some embodiments, thereby pro-
viding the customer the benefits of access to a virtual private
network of resources. In some cases interface record 270 may
include a zone identifier 304, which may for example indicate
a geographical region or set of data centers whose service
platforms 250 may be available for attachment to the interface
record 270.

Any of several types of network addressing-related fields
may be included within an interface record 270 in different
embodiments. One or more private [P addresses 305 may be
specified for the interface record in some embodiments. Pri-
vate [P addresses 305 addresses may be used internally for
routing within the provider network, and may not be directly
accessible from outside the provider network. One or more
public IP addresses 315 may also be included in some
embodiments. Public IP addresses 315 may be visible outside
the provider network. Various devices or components, includ-
ing, for example, components of network interface virtual-
ization service 180 of FIG. 1 or network interface virtualiza-
tion service 280 of FIG. 2, may implement any desired
network address translation technique or techniques to trans-
late between public IP addresses 315 and private [P addresses
305 in various embodiments as needed. One or more subnet
identifiers 335 may be included within an interface record.

The term subnet, as used herein, is a logically visible sub-
division of a network. In the case of IP networks, the set of
logical or physical devices that belong to a subnet may be
addressed with a common, identical, most-significant bit-
group in their IP address. This results in the logical division of
an [P address into two fields, a network or routing prefix and
the “rest” field. The rest field may serve as a specific identifier
for the logical or physical device. The routing prefix may be
expressed in Classless Inter-Domain Routing (CIDR) nota-
tion, which may be written as the first address of a network
followed by the bit-length of the prefix, separated by a slash
(/) character. For example, 10.1.1.0/34 is the prefix of an
Internet Protocol Version 4 (IPv4) network starting at the
address 10.1.1.0, having 34 bits allocated for the network
prefix, and the remaining 8 bits reserved for device identifi-
cation. In IPv4, the routing prefix may also be specified in the
form of the subnet mask, which is expressed in quad-dotted
decimal representation like an address. For example,
355.355.355.01s the network mask for the 10.1.1.0/34 prefix.
Slightly different notation may be used for IP Version 6 net-
works and for networks that use protocols other than the
TCP/IP suite. Subnets may be used in general for a variety of
reasons—for example, to provide logical isolation between
different sets of network addressable devices, to arrange the
resources of a logical partition (such as a virtual private cloud)
into hierarchies for easier administration, and so on. A subnet
identifier 335 included within an interface record 270 may
comprise, in some implementations, a string that may in turn
include or encode the CIDR representation for the subnet
(e.g., “subnet-df543fda-10.1.1.0/34”). In one embodiment an
identification of a Domain Name Server (DNS) may be
included in the interface record 270 as well.

In some embodiments interface record 270 may include
security-related properties 340. Some provider networks may
allow users to specify rules, including for example firewall-
related rules, for the types of incoming and/or outgoing traffic
allowed at resource instances 220 to which an interface record
270 may be attached. Such rules may be termed “security
groups” and identified via security group(s) fields 345. Vari-
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ous port and protocol restrictions may be enforced using such
rules, and multiple rules may be associated with each inter-
face record. For example, a user may use security groups to
ensure that only HTTP and HTTPs outgoing or incoming
traffic is allowed, to limit the set of TCP or UDP (User
Datagram Protocol) ports to which traffic is permitted, to
filter incoming and outgoing traffic according to various poli-
cies, and so on. In some implementations an attacher list 347
may be specified, indicating which users or entities are
allowed to request attachments of the interface record 270 to
resource instances 220. In some cases a separate detacher list
may be used to specify which entities can detach the interface
record 270, while in other cases a single list such as attacher
list 347 may be used to identify authorized attachers and
detachers. The set of users or entities that are allowed to set or
modify IP addresses (e.g., public IP addresses 315 and/or
private IP addresses 305) of interface record 270 may be
provided in IP address setter list 349, and the set of users or
entities that own (or can modify various other fields of) the
interface record 270 may be specified in owner/modifier field
353 in some embodiments. For example, an owner/modifier
identified in field 353 may be permitted to change the attacher
list 347 or the IP address setter list in some implementations,
thus changing the set of entities permitted to attach or detach
the interface record or modify its IP address(es). While the
term “list” has been used for fields 347, 349, and 353, logical
data structures other than lists (such as arrays, hash tables,
sets, and the like) may be used to represent the groups of
entities given various security privileges, roles, and/or capa-
bilities in various embodiments.

In some embodiments, users may be allowed to “termi-
nate” resource instances 220. For example, client 248 may set
up virtual computer server resource instances 220, attach
interface records 270 to the instances, run a desired set of
computations on the instances, and then issue a request to
terminate the instances when the desired computations are
complete (thus indicating that the resource instances 220 are
no longer required). In such embodiments, a “DeleteOnTer-
minate” setting 351 may be used to specify what happens to
attached interface records 270 when a resource instance 220
is terminated. If DeleteOnTerminate is set to “true” for an
interface record 270 attached to the resource instance 220
being terminated, network interface virtualization service
280 may delete the interface record 270 (e.g., the record may
be removed from repository 285). If DeleteOnTerminate is
set to “false,” the network interface virtualization service 280
may retain interface record 270, so that it may be attached
again to some other resource instance. In one embodiment,
when interface record 270 is attached to a resource instance
220, an attachment record separate from the interface record
may be created to represent that relationship, and the Dele-
teOnTerminate property may be associated with the attach-
ment record instead of, or in addition to, being associated with
the interface record. In such an embodiment, interface record
270 may include a reference or pointer to the attachment
record or records for each of the attachments in which the
interface record is currently involved, and different values of
“DeleteOnTerminate” may be set for each attachment record.
In such an environment, instance record 270, which happens
to be unattached to any resource instances 220, may not have
a “DeleteOnTerminate” property associated with it as long as
it remains unattached. By persisting interface records inde-
pendent of resource instances in this way, the overhead of
setting up various security-related and other properties each
time a new instance is activated may be reduced for clients
248.
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In one embodiment, interface record 270 may contain rout-
ing-related information such as an indication of whether a
source and/or destination check 365 is to be performed for
network packets transmitted to a resource instance 220 to
which interface record 270 is attached. If the source/destina-
tion check setting is set to “false” or “off,” routing decisions
may be made based on a packet’s source and destination IP
addresses, e.g., the packet may be forwarded from one subnet
to another; and if the setting is “true” or “on,” the resource
instance may not perform routing in some embodiments.
Thus, the source/destination field 365 may be used in some
embodiments to control whether a resource instance to which
the interface record is attached performs routing or gateway
functions on packets for which it is not the final destination, or
whether it ignores such packets. Other types of routing-re-
lated information, such as routing table entries, may also or
instead be included in interface records 270 in other embodi-
ments. Billing-related information 367 may be included in
some implementations, identifying, for example, the entity or
user to be billed for network traffic associated with interface
record 270.

The interface status field 368 may be used to indicate a
current state of interface record 270 (e.g., whether the inter-
face recordis “available,” “disabled,” or “in repair.”” Similarly,
the attachment status field 369 may be used to indicate
whether interface record 270 is currently attached, detached,
or in the process of being attached or detached in some
embodiments. In one implementation, as described above, a
record of an attachment (separate from interface record 270)
may be created at the time the corresponding attachment
operation is performed, and an identifier or identifiers of the
current attachments of interface record 270 may be stored in
attachment ID field 371. Identifiers of resource instance or
instances 220 to which the interface record 270 is currently
attached may be stored in attached-to instance field 373, and
the user or entity that requested the attachment may be iden-
tified via attachment owner field 375 in some embodiments.
In one embodiment, a list of identifiers of the NIO or NIOs
210 currently usable for traffic directed to/from the IP
addresses of interface record 270 may be maintained, e.g., in
the form of a MAC address(es) field 377. In some implemen-
tations, monitoring information 379, such as statistics about
the amount of traffic flowing to or from the IP addresses of the
interface record, may also be retained with the interface
record. Other fields not shown in FIG. 3 may be included in
interface records 270 in various embodiments. In some
embodiments, clients may associate tags, such as a virtual
local area network (VLLAN) tag formatted in accordance with
a VLAN standard (such as the 802.1Q standard) with inter-
face records 270 to implement network isolation. In such
embodiments such a tag may also be stored in, or referenced
from, interface record 270.

In one embodiment, some of the fields shown in FIG. 3 may
be replaced by references or pointers to other objects. For
example, security information for interface record 270 may
be stored in a separate security object, and the interface record
270 may store a reference to the security object. Similarly,
each attachment of resource instance 220 to interface record
270 may be represented by an attachment object, and the
interface record may point or refer to the appropriate attach-
ment object in some implementations.

FIG. 4 illustrates an example operational procedure for
reassigning computing resources. In an embodiment, a data
center may provide customers with one or more instances of
virtualized computer resources and/or storage resources,
each of which may require network addressability to allow
the customers to interact with the resources. In operation 400,
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a network interface virtualization service may allow a cus-
tomer to request a modifiable and transferable network inter-
face record, including a requested private IP address. The
network interface virtualization service may correspond to
the network interface virtualization service 180 depicted in
FIG. 1 and/or the network interface virtualization service 280
depicted in FIG. 2. In operation 405, the network interface
virtualization service may determine if the requested private
IP address (“a.b.c.d” in this example) has already been
assigned. Ifthe requested address has not been assigned, then
in operation 435 the network interface virtualization service
may create the requested interface record and store it in a
persistent repository or database of interface records.

If the requested address has been assigned, then in opera-
tion 410 the network interface virtualization service may
disassociate address a.b.c.d from the resource instance to
which it currently is attached. The network interface virtual-
ization service may ensure that traffic directed to the IP
address or addresses of the interface record no longer reaches
the resource instance. In operation 415, the network interface
virtualization service may determine if the requested private
IP address has a network interface record. If the requested
private IP address does not have a network interface record,
then in operation 445 the network interface virtualization
service may create the requested interface record and store it
in a persistent repository or database of interface records. If
the requested private IP address has a network interface
record, then in operation 420 the network interface virtual-
ization service may detach the interface record 420 and
change its association 425. The interface record may be
attached to a different resource instance 435 (such as a dif-
ferent virtualized computer) than the instance to which it was
previously attached using a different N1O as appropriate. The
new resource instance may be specifically requested by the
user. The new attachment operation may then result in IP
traffic targeted at the private IP address reaching the newly
attached resource instance, using the new NIO as appropriate.
In this way, the customer can easily transfer network configu-
ration settings and associated security settings across
resource instances without existing users having to deal with
the particular resource instances and associated NIOs
directly. Once it is verified that all changes have been cor-
rectly entered, then the changes may be committed 440 and
brought online.

FIG. 5 illustrates an example operational procedure for
reassigning computing resources. In an embodiment, a net-
work gateway device, such as gateway device 190 in FIG. 1
may receive packets and translate the public IP address in the
packet’s destination address to one of a plurality of private IP
addresses on a private network. The plurality of private IP
addresses may correspond to respective ones of a plurality of
resource instances corresponding to the public IP address. For
example, referring to FIG. 1, public IP address 115 in a
packet’s destination address may be translated to private IP
address 150. Private IP address 150 may in turn correspond to
resource instance 130, which is mapped to public IP address
115. Moreover, a connection may be established to public IP
address 115 using private IP address 150 corresponding to
resource instance 130.

Referring to FIG. 5, operation 500 begins the operational
procedure. Operation 500 may be followed by operation 502.
Operation 502 illustrates translating a first IP address in a
packet received from a first network to one of a plurality of
second IP addresses on a second network. In an embodiment,
an IP address on a first network (e.g., public IP address 115 in
FIG. 1) may be translated to a first one of a plurality of IP
addresses on a second network (e.g., private [P address 150 in
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FIG. 1). Each of the plurality of IP addresses on the second
network may correspond to respective resource instances
(e.g., resource instances 130 and 140 in FIG. 1).

Operation 502 may be followed by operation 504. Opera-
tion 504 illustrates maintaining the plurality of resource
instances and a plurality of network interface records. As
discussed above, the network interface records may comprise
a second IP address on the second network. Furthermore, the
second IP address may be associated with one of the plurality
of resource instances so that the resource instance is enabled
to receive data packets addressed to the second IP address of
the associated network interface record through an associated
network interface object.

Operation 504 may be followed by operation 506. Opera-
tion 506 illustrates receiving a request to change the associa-
tion of a selected one of the network interface records from a
first resource instance to a second resource instance.

Operation 506 may be followed by operation 508. Opera-
tion 508 illustrates determining if the network interface
record is an existing record. If the network interface record
does not exist, then operation 508 may be followed by opera-
tion 510 in which the network interface record is created.

If the network interface record is an existing record, then
operation 508 may be followed by operation 512. Operation
512 illustrates preventing the first resource instance from
receiving traffic addressed to an IP address of the selected
network interface record through a first network interface
object. Operation 512 may be followed by operation 514.
Operation 514 illustrates associating the selected network
interface record with the second resource instance so that the
second resource instance is enabled to receive traffic
addressed to the IP address of the selected network interface
record through a second network interface object. Operation
514 may be followed by operation 502.

FIG. 6 illustrates an example computing environment in
which the embodiments described herein may be imple-
mented. FIG. 6 is a diagram schematically illustrating an
example of a data center 601 that can provide computing
resources to multiple users 600 by way of computers 602 via
a communication network 630. Data center 601 may be con-
figured to provide computing resources for executing appli-
cations on a permanent or an as-needed basis. The computing
resources provided by data center 601 may include various
types of resources, such as data processing resources, data
storage resources, data communication resources, and the
like. Each type of computing resource may be general-pur-
pose or may be available in a number of specific configura-
tions. For example, data center 601 may include servers 616
that provide computing resources available as virtual
machine instances 618. The virtual machine instances 618
may be configured to execute applications, including Web
servers, application servers, media servers, database servers,
and the like. Other resources that may be provided include
data storage resources (not shown), and may include file
storage devices, block storage devices, and the like.

The availability of virtualization technologies for comput-
ing hardware has provided benefits for providing large scale
computing resources for customers and allowing computing
resources to be efficiently and securely shared between mul-
tiple customers. For example, virtualization technologies
such as those provided by VMWare or other virtualization
systems may allow a physical computing device to be shared
among multiple users by providing each user with one or
more virtual machine instances hosted by the physical com-
puting device. A virtual machine instance may be a software
emulation of a particular physical computing system that acts
as a distinct logical computing system. Such a virtual
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machine instance provides isolation among multiple operat-
ing systems sharing a given physical computing resource.
Furthermore, some virtualization technologies may provide
virtual resources that span one or more physical resources,
such as a single virtual machine instance with multiple virtual
processors that spans multiple distinct physical computing
systems.

Referring to FIG. 6, communications network 630 may, for
example, be a publicly accessible network of linked networks
and possibly operated by various distinct parties, such as the
Internet. In other embodiments, communications network
630 may be a private network, such as, for example, a corpo-
rate or university network that is wholly or partially inacces-
sible to non-privileged users. In still other embodiments,
communications network 630 may include one or more pri-
vate networks with access to and/or from the Internet.

Communication network 630 may provide access to com-
puters 602. User computers 602 may be computers utilized by
customers 600 or other customers of data center 160. For
instance, user computer 602a or 6026 may be a server, a
desktop or laptop personal computer, a tablet computer, a
wireless telephone, a personal digital assistant (PDA), an
e-book reader, a game console, a set-top box, or any other
computing device capable of accessing data center 601. User
computer 602a or 6025 may connect directly to the Internet
(e.g., via a cable modem or a Digital Subscriber Line (DSL)).
Although only two user computers 602a and 6025 are
depicted, it should be appreciated that there may be multiple
user computers.

User computers 602 may also be utilized to configure
aspects of the computing resources provided by data center
601. In this regard, data center 601 might provide a Web
interface through which aspects of its operation may be con-
figured through the use of a Web browser application program
executing on user computer 602. Alternatively, a stand-alone
application program executing on user computer 602 might
access an application programming interface (API) exposed
by data center 601 for performing the configuration opera-
tions. Other mechanisms for configuring the operation of the
data center 601, including deploying updates to an applica-
tion, might also be utilized.

Servers 616 shown in FIG. 6 may be standard servers
configured appropriately for providing the computing
resources described above and may provide computing
resources for executing one or more applications. In one
embodiment, the computing resources may be virtual
machine instances 618. In the example of virtual machine
instances, each of the servers 616 may be configured to
execute an instance manager 620a or 6205 capable of execut-
ing the virtual machine instances. The instance managers 620
may be a virtual machine monitor (VMM) or another type of
program configured to enable the execution of virtual
machine instances 618 on server 616, for example. As dis-
cussed above, each of the virtual machine instances 618 may
be configured to execute all or a portion of an application.

It should be appreciated that although the embodiments
disclosed above discuss the context of virtual machine
instances, other types of implementations can be utilized with
the concepts and technologies disclosed herein. For example,
the embodiments disclosed herein might also be utilized with
computing systems that do not utilize virtual machine
instances.

In the example data center 601 shown in FIG. 6, a router
614 may be utilized to interconnect the servers 616a and
6165. Router 614 may also be connected to gateway 640
which is connected to communications network 630. Router
614 may manage communications within networks in data
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center 601, for example by forwarding packets or other data
communications as appropriate based on characteristics of
such communications (e.g., header information including
source and/or destination addresses, protocol identifiers, etc.)
and/or the characteristics of the private network (e.g., routes
based on network topology, etc.). It will be appreciated that,
for the sake of simplicity, various aspects of the computing
systems and other devices of this example are illustrated
without showing certain conventional details. Additional
computing systems and other devices may be interconnected
in other embodiments and may be interconnected in different
ways.

In some embodiments, one or more of the virtual machine
instances 618 of data center 601 may form part of one or more
networks. In some embodiments, gateway 640 may be used to
provide network address translation (NAT) functionality to a
group of virtual machine instances and allow the virtual
machine instances of the group to use a first group of internal
network addresses to communicate over a shared internal
network and to use a second group of one or more other
external network addresses for communications between vir-
tual machine instances of the group and other computing
systems or virtual machine instances that are external to the
group. An IP address is one example of a network address that
is particularly applicable to the TCP/IP context in which some
embodiments of the present disclosure can be implemented.
The use of IP addresses herein is intended to be illustrative of
network addresses and not limiting as to the scope of the
described concepts.

Virtual machine instances 618 may be assigned a private
network address (not shown). For example, the private net-
work addresses may be unique with respect to their respective
private networks but not guaranteed to be unique with respect
to other computing systems that are not part of the private
network. IP addresses are used to illustrate some example
embodiments in the present disclosure. However, it should be
understood that other network addressing schemes may be
applicable and are not excluded from the scope of the present
disclosure.

Gateway 640 may operate to manage both incoming com-
munications to data center 601 from communication network
630 and outgoing communications from data center 601 to
communication network 630. For example, if virtual machine
instance 616a sends a message (not shown) to computer
602a, virtual machine instance 618a may create an outgoing
communication that includes network address on a first net-
work (e.g., an external public IP address) for computer 602a
as the destination address and include a network address on a
second network (e.g., a private IP address) for virtual machine
instance 618a as the source network address. Router 614 may
then use the destination address of the outgoing message to
direct the message to gateway 640 for handling. In particular,
in order to allow computer 602a to reply to the outgoing
message, gateway 640 may temporarily map one of the public
network addresses for data center 601 to virtual machine
instance 618a and modify the outgoing message to replace
the private network address for the source network address
with the mapped public network address. Gateway 640 may
then update its mapping information with the new mapping,
and forward the modified outgoing message to computer
6024 over the Internet.

If computer 602a responds to the modified outgoing mes-
sage by sending a response incoming message (not shown)
that uses the mapped public network address for virtual
machine instance 618a as the destination network address,
the response incoming message may be directed over the
Internet to gateway 640. Gateway 640 may then perform
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similar processing in reverse to that described above for the
outgoing message. In particular, gateway 640 may use its
mapping information to translate the mapped public network
address into the private network address of virtual machine
instance 6184, modity the destination network address of the
response incoming message from the mapped public network
address to the private network address of virtual machine
instance 618a, and forward the modified incoming message
to virtual machine instance 618a. In this manner, at least some
of the internal computers of data center 601 may communi-
cate with external computing systems via temporary use of
the public network addresses. Furthermore, in some situa-
tions, one or more of the internal computing systems of data
center 601 may be mapped to use one of the public network
addresses (e.g., to a unique combination of a public network
address and a port number), such that external computing
systems may initiate new incoming messages to the internal
computing system by directing the new incoming messages
to the mapped representative public network address/port as
the destination network address of the new incoming mes-
sages.

It should be appreciated that the network topology illus-
trated in FIG. 6 has been greatly simplified and that many
more networks and networking devices may be utilized to
interconnect the various computing systems disclosed herein.
These network topologies and devices should be apparent to
those skilled in the art.

It should also be appreciated that data center 601 described
in FIG. 6 is merely illustrative and that other implementations
might be utilized. Additionally, it should be appreciated that
the functionality disclosed herein might be implemented in
software, hardware, or a combination of software and hard-
ware. Other implementations should be apparent to those
skilled in the art. It should also be appreciated that a server,
gateway, or other computing device may comprise any com-
bination ofhardware or software that can interact and perform
the described types of functionality, including without limi-
tation desktop or other computers, database servers, network
storage devices and other network devices, PDAs, tablets,
cellphones, wireless phones, pagers, electronic organizers,
Internet appliances, television-based systems (e.g., using set
top boxes and/or personal/digital video recorders), and vari-
ous other consumer products that include appropriate com-
munication capabilities. In addition, the functionality pro-
vided by the illustrated modules may in some embodiments
be combined in fewer modules or distributed in additional
modules. Similarly, in some embodiments the functionality
of'some of'the illustrated modules may not be provided and/or
other additional functionality may be available.

Each of the processes, methods, and algorithms described
in the preceding sections may be embodied in, and fully or
partially automated by, code modules executed by one or
more computers or computer processors. The code modules
may be stored on any type of non-transitory computer-read-
able medium or computer storage device, such as hard drives,
solid state memory, optical disc, and/or the like. The pro-
cesses and algorithms may be implemented partially or
wholly in application-specific circuitry. The results of the
disclosed processes and process steps may be stored, persis-
tently or otherwise, in any type of non-transitory computer
storage such as, e.g., volatile or non-volatile storage.

The various features and processes described above may be
used independently of one another, or may be combined in
various ways. All possible combinations and subcombina-
tions are intended to fall within the scope of this disclosure. In
addition, certain method or process blocks may be omitted in
some implementations. The methods and processes described
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herein are also not limited to any particular sequence, and the
blocks or states relating thereto can be performed in other
sequences that are appropriate. For example, described
blocks or states may be performed in an order other than that
specifically disclosed, or multiple blocks or states may be
combined in a single block or state. The example blocks or
states may be performed in serial, in parallel, or in some other
manner. Blocks or states may be added to or removed from the
disclosed example embodiments. The example systems and
components described herein may be configured differently
than described. For example, elements may be added to,
removed from, or rearranged compared to the disclosed
example embodiments.

It will also be appreciated that various items are illustrated
as being stored in memory or on storage while being used, and
that these items or portions of thereof may be transferred
between memory and other storage devices for purposes of
memory management and data integrity. Alternatively, in
other embodiments some or all of the software modules and/
or systems may execute in memory on another device and
communicate with the illustrated computing systems via
inter-computer communication. Furthermore, in some
embodiments, some or all of the systems and/or modules may
be implemented or provided in other ways, such as at least
partially in firmware and/or hardware, including, but not lim-
ited to, one or more application-specific integrated circuits
(ASICs), standard integrated circuits, controllers (e.g., by
executing appropriate instructions, and including microcon-
trollers and/or embedded controllers), field-programmable
gate arrays (FPGAs), complex programmable logic devices
(CPLDs), etc. Some or all of the modules, systems and data
structures may also be stored (e.g., as software instructions or
structured data) on a computer-readable medium, such as a
hard disk, a memory, a network, or a portable media article to
be read by an appropriate drive or via an appropriate connec-
tion. The systems, modules and data structures may also be
transmitted as generated data signals (e.g., as part of a carrier
wave or other analog or digital propagated signal) on a variety
of computer-readable transmission media, including wire-
less-based and wired/cable-based media, and may take a vari-
ety of forms (e.g., as part of a single or multiplexed analog
signal, or as multiple discrete digital packets or frames). Such
computer program products may also take other forms in
other embodiments. Accordingly, the present invention may
be practiced with other computer system configurations.

Conditional language used herein, such as, among others,
“can,” “could,” “might,” “may,” “e.g.,” and the like, unless
specifically stated otherwise, or otherwise understood within
the context as used, is generally intended to convey that
certain embodiments include, while other embodiments do
not include, certain features, elements, and/or steps. Thus,
such conditional language is not generally intended to imply
that features, elements and/or steps are in any way required
for one or more embodiments or that one or more embodi-
ments necessarily include logic for deciding, with or without
author input or prompting, whether these features, elements
and/or steps are included or are to be performed in any par-
ticular embodiment. The terms “comprising,” “including,”
“having,” and the like are synonymous and are used inclu-
sively, in an open-ended fashion, and do not exclude addi-
tional elements, features, acts, operations, and so forth. Also,
the term “or” is used in its inclusive sense (and not in its
exclusive sense) so that when used, for example, to connect a
list of elements, the term “or” means one, some, or all of the
elements in the list.
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While certain example embodiments have been described,
these embodiments have been presented by way of example
only, and are not intended to limit the scope of the inventions
disclosed herein. Thus, nothing in the foregoing description is
intended to imply that any particular feature, characteristic,
step, module, or block is necessary or indispensable. Indeed,
the novel methods and systems described herein may be
embodied in a variety of other forms; furthermore, various
omissions, substitutions and changes in the form of the meth-
ods and systems described herein may be made without
departing from the spirit of the inventions disclosed herein.
The accompanying claims and their equivalents are intended
to cover such forms or modifications as would fall within the
scope and spirit of certain of the inventions disclosed herein.

What is claimed is:
1. A computing system comprising at least one computing
node and at least one data store in communication with the at
least one computing node, the at least one data store having
stored therein computer instructions, that upon execution by
the at least one computing node, cause at least one the com-
puting node at least:
translating IP addresses in packets received from a first
network to IP addresses on a second network, the IP
addresses on the second network corresponding to
resource instances on the second network corresponding
to the IP addresses received from the first network;

maintaining a plurality of network interface records having
stored thereon IP addresses on the second network asso-
ciated with corresponding ones of the resource instances
on the second network, wherein the resource instances
are enabled to receive data packets translated to IP
addresses on the second network and stored on the net-
work interface records, wherein the IP addresses on the
second network correspond to associated network inter-
face objects that are associated with corresponding ones
of the resource instances on the second network;

in automatic response to a request to change an association

of a selected one of the IP addresses on the second

network from a first resource instance to a second

resource instance:

preventing the first resource instance from receiving
traffic translated to the selected IP address through a
network interface object associated with the first
resource instance;

changing the association of the first network interface
object to the second resource instance so that the
second resource instance is enabled to receive traffic
translated to the selected IP address through the net-
work interface object associated with the first
resource instance without remapping the selected IP
address on the second network with mapped IP
addresses on the first network; and

allowing delivery of packets received from the first net-
work and addressed to the selected IP address to be
delivered to the second resource instance based on its
association with the first network interface object.

2. The system according to claim 1, wherein the network
interface records comprise a subnet identifier of a subnet
containing the network interface record’s IP address.

3. The system according to claim 1, wherein the network
interface records comprise a set of security properties.

4. The system according to claim 3, wherein the second
resource instance is enabled to receive data packets through
the second network interface object in accordance with a set
of security properties as indicated in a network interface
record associated with the second network interface object.
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5. The system according to claim 1, wherein:

services provided by the first resource instance to comput-
ers on the first network are provided by the second
resource instance; and

said preventing, associating, and causing are performed

without interruption of the services.
6. A computer-implemented method for managing com-
puting resources, the method comprising:
translating IP addresses in packets received from a first
network to IP addresses on a second network, the IP
addresses on the second network corresponding to
resource instances on the second network corresponding
to the IP addresses received from the first network;

maintaining a plurality of network interface records having
stored thereon IP addresses on the second network asso-
ciated with corresponding ones of the resource instances
on the second network, wherein the resource instances
are enabled to receive data packets translated to IP
addresses on the second network and stored on the net-
work interface records, wherein the IP addresses on the
second network correspond to associated network inter-
face objects that are associated with corresponding ones
of the resource instances on the second network;

receiving, by a computing device, a request to change an
association of an IP address from a first resource
instance to a second resource instance, the first resource
instance associated with a network interface record
including the IP address and a first network interface
object attached to the first resource instance;

inautomatic response to receiving the request, disallowing,
by the computing device, the first resource instance from
receiving data packets addressed to the IP address
through the first network interface object attached to the
first resource instance;

updating, by the computing device, the network interface

record to associate the IP address with the second
resource instance so that the second resource instance is
enabled to receive traffic translated to the IP address
through the network interface object associated with the
first resource instance without remapping the IP address;
and

attaching the second resource instance with a second net-

work interface object so that the second resource
instance is enabled to receive data packets addressed to
the 1P address through the second network interface
object attached to the second resource instance.

7. The method of claim 6 further comprising causing trans-
lation of IP addresses in packets received from the first net-
work and addressed to the IP address of the first resource
instance to be translated to the IP address of the second
resource instance.

8. The method of claim 6, wherein the network interface
record further comprises a subnet identifier of a subnet con-
taining the IP address.

9. The method of claim 6, wherein the network interface
record comprises a set of security properties including a first
authorization entry identifying one or more entities autho-
rized to submit a request to update the network interface
record.

10. The method of claim 9 wherein the set of security
properties includes a second authorization entry identifying
one or more entities authorized to modify the first authoriza-
tion entry.
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11. The method of claim 7, wherein:

services provided by the first resource instance to comput-
ers on the first network are provided by the second
resource instance; and

said disallowing, updating, attaching, and causing are per-

formed without interruption of the services.

12. The method of claim 7, wherein the network interface
records comprise a set of security properties.

13. The method of claim 12, wherein the second resource
instance is enabled to receive data packets addressed to the IP
address through the second network interface object in accor-
dance with a set of security properties indicated in a network
interface record associated with the IP address.

14. A non-transitory computer-readable storage medium
having stored thereon computer-readable instructions, the
computer-readable instructions comprising instructions that
upon execution on a computing node, at least cause:

translating network addresses in packets received from a

first network to network addresses on a second network,
the network addresses on the second network corre-
sponding to resource instances on the second network
corresponding to the network addresses received from
the first network;

maintaining a plurality of resource instances and a plurality

of network interface records, the network interface
records storing thereon network addresses associated
with the resource instances so that the resource instances
are enabled to receive data packets addressed to the
network addresses through associated network interface
objects;

in automatic response to a request to change the association

of a selected network address from a first resource
instance to a second resource instance:

preventing the first resource instance from receiving traffic

translated to the selected network address through a
network interface object associated with the first
resource instance;
updating the network interface record associated with the
first resource instance so that the second resource
instance is enabled to receive traffic addressed to the
selected network address through a network interface
object associated with the second resource instance
without remapping the selected network address; and

causing packets addressed to the network address to be
delivered to the second resource instance via the net-
work interface object associated with the second
resource instance.

15. The non-transitory computer-readable medium of
claim 14 wherein the network interface records comprise a set
of security properties.

16. The non-transitory computer-readable medium of
claim 14 wherein the network interface records comprise a
subnet identifier of a subnet containing the network interface
record’s network address.

17. The non-transitory computer-readable medium of
claim 14, wherein:

services provided by the first resource instance to comput-

ers on another network are provided by the second
resource instance; and

said updating and causing are performed without interrup-

tion of the services.

18. The non-transitory computer-readable medium of
claim 14 wherein the plurality of network interface records
are maintained by a network interface virtualization service.
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